At the conference Asiacrypt 2001, Rivest, Shamir and Tauman firstly addressed the concept of ring signature. In this paper we propose an identity-based ring signature scheme from bilinear pairings. As compared with the Zhang-Kim scheme (presented at the conference Asiacrypt 2002), our scheme is more efficient in computation and requires fewer pairing operations.
Introduction
At the conference Asiacrypt 2001, Rivest, Shamir and Tauman [1] firstly addressed the concept of ring signature. A ring signature can be considered as a simplified group signature with no manager, no group setup procedure, and no revocation mechanism against signer's anonymity. In a ring signature scheme, the information of all possible signers, i.e. ring members, serves as a part of the ring signature for the signed message. A valid ring signature will convince the verifier that the signature is generated from one of the ring members, without revealing any information about which ring member is the actual signer. Herein, the anonymous property is referred to as signer-ambiguity. Applications of ring signatures include leaking secrets and authenticated communication [1] .
Recently the bilinear pairings have been found advantageous in designing various cryptographic schemes, especially for those using identity-based public keys, e.g. the identity-based encryption [2] and the identity-based signature [3] . For all these schemes, the performance heavily depends on the cost of computing pairing operations. Therefore, many efforts such as [4] [5] have been focused on speeding up the computation of pairings. Although significant results have been proposed [4] [5] , it is still important to design new schemes that require less pairing operations to achieve better performance.
In this paper, we will propose an identity-based ring signature scheme from bilinear pairings. As compared with the Zhang-Kim scheme ( [6] , presented at the conference Asiacrypt 2002), our scheme is computationally more efficient, especially for the pairing operations required during signature verification. In below, the bilinear pairing is introduced. Then, we will propose our scheme and give discussions and analysis. Assume 1 G is an additive cyclic group of prime order q; and, 2 G is a multiplicative cyclic group of prime order q. As in [2] [3] [4] [5] [6] , 1 G can be considered as a subgroup of points on an elliptic curve over a finite field; and, 2 G a subgroup of the multiplicative group of a related finite field. The bilinear pairing 
Bilinear pairing
As specified in [2] [3] [4] [5] [6] , the decisional Diffie-Hellman problem (DDHP) in 1 G should be easy. The DDHP in ,
As analyzed in [7] , BPIP is reducible from CDHP in 2 G and can be reduced to DLP in 2 G . Such bilinear pairing e has been successfully realized on certain elliptic curves, such as the modified Weil pairing [2] and Tate pairing [4] [5] .
Proposed scheme
Assume there is a trusted key generation center (TKGC) that will establish the identity-based cryptosystem and generate private keys for users. Initially, TKGC selects q, 1 G , 2 G , and e, as defined in the previous section. 
Security analysis
We consider three security requirements to the proposed scheme: key secrecy, unforgeability and signer-ambiguity. In below, we will give their definitions and show that the proposed scheme achieves them under the intractability of DLP and BPIP. Table 1 shows the costs in ring signature generation and verification of the proposed scheme, and the comparison with Zhang-Kim's scheme [6] . We also consider possible pre-computations for signature generation that are indirectly relevant to the message signing, e.g. EQ 3. and EQ.6.
Consequently, we can see that the proposed scheme has comparable performance with Zhang-Kim's scheme for signature generation. As for signature verification, the proposed scheme requires only two pairing computations while Zhang-Kim needs 2n. If we consider the complexity instead of the exact number of operations as seen in Table 1 , the comparison is more significant. For signature generation, Pa , 
Conclusions
In this paper, we have proposed a new ID-based ring signature scheme from bilinear pairings. The proposed scheme is more efficient as compared with the Zhang-Kim scheme, especially for the pairing operations required in signature generation. For the applications of ring signatures, such as authenticated communication, the proposed scheme is more suitable for those verifiers who only have limited computing power.
